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WM Morrisons Supermarkets plc (Appellants)  v Various Claimants (Respondents) 

Case ID: UKSC 2018/0213 

Hearing Date 6 and 7 November 2019 

Justices: Lady Hale, Lord Reed, Lord Kerr, Lord Hodge, Lord Lloyd-Jones 

CONTEMPORANEOUS LINKED IN POSTS BY HSF FROM COURT ON 6 AND 7 NOVEMBER 

DAY ONE  

• Game changer for cyber/data breach litigation opens in supreme court 
The Supreme Court in England has two issues to consider in the appeal which opens today. 
First, should the company be held to be vicariously liable for the acts of its employee in this 
case? It concerns, after all, a rogue employee, who took payroll data with which he was 
entrusted home on a USB stick and uploaded it onto a file sharing website. The company 
was a victim; the employee motivated by a grudge against it. He was convicted of crimes and 
sentenced to 8 years imprisonment. If the answer to this question is yes, business says it 
places a huge burden on it, at a time when the cyber incident insurance market is still 
developing. What are the consequences in practice for how business should monitor and 
carry out surveillance of employees? The second issue is the extent to which data protection 
law "owns" the field in terms of remedies. Can claimants rely on other causes of action in 
data breach cases? Does the Data Protection Act 1998 prevent the application to breaches 
of the Act of 1. vicarious liability 2. the tort of misuse of private information 3. the equitable 
doctrine of breach of confidence?   

 

• Lord Pannick for Morrisons argues that data protection legislation poses a specific and 
limited liability based only on fault by the employer (ie primary liability).  

He opens with the portrayal of the company as the victim of an employee who was 
motivated by a grudge and wanting to damage the company. He argues that the court below 
erred in: 1. Finding that the tortious act was within the field of activities assigned to the 
employee; 2. Holding that the action of disclosing the data on the internet was part of a 
seamless sequence of events; 3. Concluding that it was irrelevant that Skelton’s motive was 
to damage his employer; 4. Finding it was right for an employer to be held liable in these 
circumstances under the principle of social justice.   

• Lord Pannick argues for a “realistic view” in relation to an employer’s responsibility. Would 
Morrisons be liable had Andrew Skelton worked on the meat counter at the supermarket, 
stolen a sharp knife and taken it home to stab his neighbour? Taking data home and 
disclosing it on the internet is analogous to this, he says. Skelton had taken off his 
“metaphorical uniform” at the time of his crime.  
 

• Lord Pannick argues that the damage to claimants was caused at the time the data was 
disclosed, not when it was downloaded onto the USB. The damage alleged is distress, upset 
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and anxiety. Lady Hale notes that Morrisons took steps to protect its employees from 
financial loss.  
 

• Lord Kerr seems sceptical about Lord Pannick’s attempt to distinguish this case from cases 
where it has been held that the employer should be vicariously liable. Lord Pannick’s 
argument is that Skelton had “only a very limited function” in relation to the data. He had 
the data for a specific purpose only - to pass on the data to KPMG for the purposes of 
external audit. The task was not closely connected to his responsibilities. He did not have “all 
embracing duties” in relation to handling the data. Downloading the data and disclosing it 
was “well outside his job functions”.   

 

• When considering whether there is a sufficiently close connection between the wrongful 
conduct and what an employee was employed to do, one should consider job function, time, 
geography and motive, says Lord Pannick. He recognises that the mere fact that wrongdoing 
took place away from the workplace is not determinative. In this case there was no 
connection between Skelton’s duties and either the downloading or the disclosure of the 
data. And even if the downloading could be regarded as part of Skelton’s responsibilities as 
an employee, the disclosure cannot be. It is not enough for the claimants to show that the 
downloading was closely connected to the employment; the damage for which the claimants 
seek damages was caused by disclosure. The act of downloading did not lead inexorably to 
the disclosure. There is no seamless and unbroken chain of events to establish vicarious 
liability. Lord Kerr says the court has to make a value judgment on these issues. One has to 
take in a number of factors. It is difficult to come up with “a non alterable prescription.” Lord 
Reed adds that there are certain broad principles and one has to draw an analogy from the 
decided cases.  
 

• The fact that you employ someone should not make you responsible for everything they do, 
says Lord Pannick.  

Just before the break for lunch, Lord Pannick summarised the reasons why it is not right 
under the principles of social justice for Morrisons to be liable in this case for Skelton’s acts 
under vicarious liability. In the modern, computer age, business has to process significant 
quantities of data and it is in the public interest that they do so. There have to be limits on 
the duties of data controllers because an employer cannot easily control employees’ use of 
data through monitoring or surveillance without infringing their privacy rights. There are 
limits to what an employer can do to prevent misuse of data. Misuse may well affect large 
numbers of victims. Employers risk exposure to enormously expensive group litigation if the 
decision below is upheld. Data controllers are subjected to positive obligations by 
parliament for processing activities. Morrisons in this case had satisfied all the legal 
obligations placed upon it. Claimants impacted negatively by misuse have remedies because 
the legislation is supported by civil and criminal laws and regulatory enforcement. It is not 
right to expect Morrison to have insured against this risk.   
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• The legislative regime (the Data Protection Act 1998 (“the Act”)) excludes vicarious liability 
when an employee acts as a distinct data controller, says Lord Pannick. In this case, he 
argues, Skelton became a data controller (under the definition of that term under the Act) of 
the copy of the data when he downloaded it onto the USB. After the download, he was the 
person who decided what use to make of the copy of the data. After download, Skelton 
processed the data only for his own purposes, not the company’s. Morrisons remained the 
data controller only of the payroll data on its system, not of the copy as well. This 
submission was paraphrased by the court as a submission that there were “two 
manifestations of the data. The copy has a different personality, so to speak.”  
 

• Lord Pannick contends that the Data Protection Act (“the Act”) does not recognise vicarious 
liability on the part of an employer for the act of a person who is a distinct data controller 
and therefore it must have been Parliament’s intention to exclude vicarious liability under 
the common law for acts addressed by the Act. The court made clear that it will need to 
reflect carefully on this submission.  

 

• Jonathan Barnes for the Claimants argues that Lord Pannick’s approach to “field of activities” 
offends the broad approach taken in the authorities. Skelton’s field of activity was handling 
personal data on behalf of his employer. With that comes a duty to preserve confidentiality 
of sensitive information on his employer’s behalf. It is the wrong approach to try to break his 
role into component parts. Lady Hale asked where she can find the best description of 
Skelton’s job. She noted that Skelton did not have access to payroll data every day.  

 

• The hearing in Morrisons in the Supreme Court is now paused for the day. The hearing will 
resume tomorrow at 10am with further submissions by Jonathan Barnes for the Claimants.  
 
 

DAY TWO  

 

• In day two of the Morrisons hearing in the Supreme Court, Jonathan Barnes makes clear 
that the claimants are claiming for loss of control of data. (In this regard, I point readers to 
the decisions in the phone hacking case Gulati v MGN and the more recent case of Lloyd v 
Google). Lady Hale asks if Skelton was entitled to read and look at the payroll data - to “have 
it in his head”. The answer appears to be, yes, as he was tasked by Morrisons with ensuring 
that any questions the external auditor had were answered. Lord Hodge observes that one 
could regard the downloading as part of a “scheme” on Skelton’s part.   

 

• Jonathan Barnes says the claimants rely on an “unbroken sequence of events” on Skelton’s 
part to establish vicarious liability. This is not a case, he says, where one has to aggregate 
conduct from anywhere else to associate it with what Skelton did in his employment. 
Skelton was given the data as part of his job. Morrisons placed the data in his care.  



 

11/58927645_1 4 

 

• Motive, whether you call it purpose or intention, does not negate a finding of vicarious 
liability, says Jonathan Barnes. Motive does not speak to the scope of activities or a 
connection between the scope of activities and the actual wrongdoing. Lord Kerr seems 
troubled by the idea that an employee can “create” vicarious liability for an employer in 
order to achieve an improper motive such as revenge.  

 

• In response to Lord Pannick’s public policy arguments, Jonathan Barnes submits that the 
authorities say that liability insurance for business and higher prices for consumers are the 
price that has to be paid to ensure that injured persons have recompense. He noted that 
Morrisons produced no evidence regarding the insurance position at trial. He reminds 
everyone that vicarious liability is imposed only if strict conditions are met and that this case 
is narrow on its facts.  
 
 

• Morrisons is responsible under the common law in respect of breaches of the Data 
Protection Act, misuse of private information and breach of confidence, says Jonathan 
Barnes.  

He said that Morrisons argument was that: 1. It was not directly liable as it was not the data 
controller of the copy of the data; and 2. It was not vicariously liable because vicarious 
liability was excluded by the Data Protection Act 1998 (DPA 1998).  

He submitted that an employer is exempt from vicarious liability only if the “close 
connection” test is not met. Being “innocent” or “compliant” does not exempt it. The 
defence at s13(2) and (3) of DPA 1998 can only apply to the data controller - in this case 
Skelton.  

In light of the presumption that vicarious liability does apply, can it be said that Parliament 
expressly or impliedly excluded its operation to a breach of the DPA 1998.  

This would create a situation whereby the data subject has no relationship with the data 
controller. This cannot be consistent with the aims of the directive or the DPA 1998. Further, 
one would have expected Parliament to legislate in the Data Protection Act 2018 to exclude 
vicarious liability if it disagreed with Langstaff J’s finding at first instance that vicarious 
liability was not excluded by the DPA 1998.  

 

[The court rose for approximately 10 minutes]  

• An interesting observation from Lord Reed after the short break. He noted that the 95 EU 
directive underpinning the Data Protection Act 1998 says it does not cover lawful data 
processing which is part of household activity. What about unlawful data processing which is 
part of household activity? 218 
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• Lord Pannick emphasises that the damages claimed in the case are for loss of control in 
relation to disclosure of the data. Damages for loss of control in relation to the download of 
a copy of the data would be nominal. 216 

 

• Skelton’s “field of activities” was narrow and confined, says Lord Pannick. He did not have 
general access to payroll data for a limited time for a limited purpose. He had no other 
access because the data was highly sensitive. He reminded the court that the judge rejected 
all criticisms of Morrisons for hiring Skelton and trusting him. 289 

 

• In his response to Jonathan Barnes' submissions, Lord Pannick said that the common law 
case was about an employer giving an employee access to data. We have an Act (the Data 
Protection Act 1998), he said, that addresses and regulates the difficult balance between the 
competing interests of data subjects and data controllers. It is a statutory scheme designed 
to allocate responsibility proportionately and fairly. The Act addresses the legal 
consequences of giving access to data and imposes obligations only on data controllers (see 
for example section 4 and section 13). The Act imposes liability on those at fault. The court 
below had decided Morrisons was not primarily liable. To make Morrisons responsible for 
the acts of a distinct data controller (Skelton) is not compatible with the Act. The question to 
ask, he said, is do the two remedies (under the Act and under the common law) cover the 
same ground and are they consistent with each other? The claimants can’t be better off 
under the common law than they are under the Act. He suggested the court consider 
whether there was vicarious liability under the Act for processing by a distinct data 
controller and then move on to the question of whether the Act excluded vicarious liability 
under the common law.  

 

•  At the conclusion of the hearing in the Supreme Court in Morrisons, Lady Hale said that it 
had been “one of the most interesting cases” the court has heard. The judges throughout 
made clear that the issues were of significant public interest. Also that it is challenging to 
fairly balance all the competing interests. The Court said it will now go away and “work out 
the answer”. The public and all those involved in cyber and privacy law are deeply indebted 
to the supremely talented lawyers involved and to the Court for their lively engagement in 
the issues throughout. The claimants/respondents were represented by Jonathan Barnes 
and Victoria Jolliffe of 5RB and the defendants/appellants by Lord Pannick, Anya Proops Q.C. 
and Rupert Paines of 11kbw. The judges were Lady Hale, Lord Reed, Lord Kerr, Lord Hodge 
and Lord Lloyd-Jones.  
 
Please watch hsfnotes.com/cybersecurity and hsfnotes.com/data for further news on this 
case and other cyber and data issues.  
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